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Careless use of "%n" format strings can introduce vulnerability.

Description

There are many kinds of vulnerability that can be caused by misusing format strings. Most of these are
covered elsewhere, but this document covers one specific kind of format string vulnerability that is
entirely unique for format strings. Documents in the public are inconsistent in coverage of these
vulnerabilities.

In C, use of the "%n" format specification in printf() and sprintf() type functions can change memory
values. Inappropriate design/implementation of these formats can lead to a vulnerability generated by
changes in memory content. Many format vulnerabilities, particularly those with specifiers other than
"%n", lead to traditional failures such as segmentation fault. The "%n" specifier has generated more
damaging vulnerabilities. The "%n" vulnerabilities may have secondary impacts, since they can also be a
significant consumer of computing and networking resources because large guantities of data may have
to be transferred to generate the desired pointer value for the exploit.

Avoid using the "%n" format specifier. Use other means to accomplish your purpose.
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